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This PowerPoint template produces a 44”44" presentation poster. You can use it to create your research poster by 
placing your title, subtitle, text, tables, charts and photos. 

We provide a series of online tutorials that will guide you through the poster design process and answer your poster 
production questions. For complete template tutorials, go online to PosterPresentations.com and click on the  HELP 
DESK tab.

To print your poster using our same-day professional printing service, go online to PosterPresentations.com and click on 
"Order your poster".

This is a template for a 
presentation poster

44 inches tall
by

44 inches wide

Important: Check the template size
Before you start working on your poster and to avoid printing 
problems check that you have downloaded and that you are using 
the correct size template for your poster presentation.
This template can also be printed at the following sizes without 
distortion and without any additional formatting:
36 tall x 36 wide
42 tall x 42 wide
48 tall x 48 wide

How to Zoom in and out
Use the PowerPoint zoom tool to adjust the screen magnification to 
view comfortably. PowerPoint provides 2 ways to zoom: 
1. On the top menu bar click on the VIEW tab and then click on 
ZOOM. Choose the zoom percentage that works best for you. 
2. For better zoom flexibility, use the zoom slider at the bottom right 
of the window.

Ruler and Guides
The dotted lines on his poster template are guides.  The horizontal and vertical guides will help you align your poster 
elements accurately. Text boxes and other elements will ”snap” to the guides and stay within the boundaries of the 
columns. To hide the guides go to VIEW and uncheck the Guides box.

Headers and text containers
Included in this template are commonly used section headers such 
as Abstract, Objectives, Methods, Results, etc. 
- Click inside a section header to add its text. 
- To add another header, click on edge of the section box so that it 
is outlined. Copy and paste it. 
- To increase its size, click on the white circles and expand to the 
the desired size.

Adding content to the poster
Start by adding your text to each section without spending too much time with formatting. Use the default font size even if 
your text extends beyond the bottom of the poster. Continue until you have added all your content including text, 
graphics, photos, etc. Once you finish adding your content you can go back and format your text as needed.
- If you run out of room, try to reduce the size of your fonts and/or the size of your graphics. If there is a lot of empty 

space try to increase your font sizes and the size of your graphics. The font used for references can be smaller.

Photos
You can add photos by dragging and dropping from your desktop, copy and paste, or by going to INSERT > PICTURES. 
Resize images proportionally by holding down the SHIFT key and dragging one of the white corner handles (dots). For a 
professional-looking poster, do not distort your images by stretching them disproportionally.

Quality check your graphics
Zoom in and look at your images at 100%-200% magnification. If they look clear, they will print well. 
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How to change the template colors
You can change the overall template color theme by clicking on the COLORS dropdown menu under the DESIGN tab. 
You can see a tutorial here: https://www.posterpresentations.com/how-to-change-the-research-poster-template-colors.html

You can also manually change the color of individual elements by going to VIEW > SLIDE MASTER. On the left side of 
your screen select the background master where you can change the template background, column sizes, etc. 

After you finish working on the SLIDE MASTER, it is important that you go to VIEW > NORMAL to continue working on 
your poster. 

How to change the column layout configuration
You can manually change the configuration on the columns by going to VIEW > SLIDE MASTER. You can delete 
columns, resize them or modify them as needed for your layout. 
You can see a tutorial here: https://www.posterpresentations.com/how-to-change-the-column-configuration.html

How to hide the QUICK START GUIDE bars from the sides of 
the template
The Quick Start Guides are outside the template’s printable area and 
they will not be on the printed poster. 

If you create a PDF file from your template, the guides will not be 
included.

To hide the guides click on the Home tab (top of the screen) and then 
click on the Layout button below to see the available layouts. Choose 
the Without Guides layout.

How to preview your poster prior to 
printing
You can preview your poster at any time by 
pressing the F5 key on your keyboard. You 
will see on the screen what's on your poster 
and how it should look when printed. Press 
the ESC key to exit Preview. F5 

How to print your poster
When you are ready to have your poster printed go online to PosterPresentations.com and click on the "Order Your 
Poster" button. You can have your poster printed on professional papers, fabric for easy traveling and a variety of other 
materials. 
If you submit a PowerPoint document, you will be receiving a PDF proof for your approval prior to printing. If your order 
is placed and paid for before noon (Pacific time) Monday-Friday, your order will ship out that same day. FedEx Next day, 
Second day, Third day, and Free Ground services are offered. 

Go to PosterPresentations.com for more information.
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For complete tutorials visit:
https://www.posterpresentations.com/helpdesk.html

Experimental Approach
● We use the Tenseal Library built on Microsoft SEAL for 

writing neural networks via homomorphic additive and 
multiplicative operations

● We use the image to columns method for achieving 
convolution - and have to decrypt and re-encrypt the 
data for each convolutional layer 

● We use the Halevi and Shoup Method for writing linear 
layers (loops over the diagonals of matrices and 
computes dot products)

● We convert all non-linear functions to their polynomial 
approximations so they can be computed in encrypted 
space

● ReLU is approximated by a square function and we 
used average pooling instead of max pooling

● We use the CKKS encryption scheme which uses 
approximate arithmetic so the output is slightly 
different to the input 

Motivation
● Applying machine learning, especially to problems 

involving medical/financial or other type of sensitive 
data, requires careful maintenance of data privacy and 
security. 

● At the same time, the Prediction-as-a-Service paradigm 
is also gaining traction, in which a prediction service 
manages the cloud infrastructure needed to run a 
model at scale, and makes it available for online and 
batch prediction requests.

● Since legal requirements to preserve data privacy may 
prevent healthcare companies from using cloud-based 
machine learning solutions, there is a need for neural 
networks which can be applied directly on encrypted 
data; without decrypting it on the cloud.

● Recent advances in fully homomorphic encryption 
make this possible. A fully homomorphic encryption 
allows an arbitrary sequence of additive and 
multiplicative operations to be performed on encrypted 
data directly. 
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Results for Test Accuracy and Inference Times
We used two CNN architectures for conversion to encrypted space for homomorphic computation. The first architecture is a 
simple 1 layer convolutional neural network and two connected layers and tested on 5k samples of grayscale 

The second architecture is a two layer convolutional neural network with an average pooling layer and 2 fully connected 
layers

Discussion and Future Work
● Test accuracies are similar or higher in the one layer conovlutional net because of the encryption scheme used - since 

CKKS outputs approximate results this adds natural noise to the output which guards against overfitting
● Inference times scale linearly with the number of convolutional and pooling layers due to the lack of GPU support in 

Microsoft SEAL based libraries 
● Increasing the bit scale improves the test accuracies up until a certain point (26) after which performance plateaus while 

inference times are not impacted 
● Increasing the polynomial modulus leads to inference time scaling linearly and thus there is a trade off between security 

guarantees and test inference times 

Prior Work
Most relevant: “Crypto-nets - neural networks over 
encrypted data,” Microsoft  2016 and “Privacy preserving 
vision via additive homomorphic encryption”  Phong et al.
● Prove that it is possible to run neural networks on 

encrypted data without substantial loss of accuracy but 
at a cost to inference time on MNIST 

Limitations: Failed to test method on more complex 
datasets and analyze how changes in architecture affect 
accuracies and inference times

Modifying Neural Nets

Dataset Test Accuracy (Unencrypted) Test Accuracy (Encrypted) Total Inference Time in Hours Poly mod degree Coeff Modulus
MNIST 97.14 98.90 1.23 8192 (32,26)

KMNIST 90.65 90.71 1.31 8192 (32,26)

Fashion MNIST 87.40 87.39 1.32 8192 (32,26)

Dataset Test Accuracy (Unencrypted) Test Accuracy (Encrypted) Total Inference Time in Hours Poly mod degree Coeff Modulus
MNIST 94.72 94.78 4.27 16384 (45,30)

KMNIST 88.46 87.66 4.01 16384 (45,30)

Fashion MNIST 84.42 83.90 4.16 16384 (31,26)

Results for Bit Scale and Modulus
● We also modify the bit scale and polynomial modulus 

(CKKS encryption parameters)  to see how this impacts 
test accuracies and inference times 

● The bottom left graphs alter the bit scale for a fixed 
polynomial modulus of 8192 and the bottom right 
graphs for a fixed polynomial modulus of 16384 

● Bit scale controls precision of encryption of the 
fractional part and polynomial modulus increases 
security guarantees

Image to Column method for performing encrypted convolutions
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